McCann Family Chiropractic
11605 State Avenue, Suite 111, Marysville, WA 98271
360-657-7183
www.mfcwellness.com

NOTICE OF PRIVACY PRACTICES

Including Website Privacy Practices

This notice describes how medical information about you may be used and disclosed, and how you can get access to this information.
Please review it carefully.

POLICY STATEMENT

At McCann Family Chiropractic (“MFC” or the “Practice”), we take privacy and security seriously. The Practice is committed to
maintaining the privacy of your protected health information (“PHI”) and other personal information we may collect. This information
may include, but is not limited to, information about your medical condition, the care and treatment you receive from the Practice
and other health care providers, your contact and billing information, and other information you provide to us or that we collect in
connection with your care or your interactions with the Practice.

This Notice of Privacy Practices explains how McCann Family Chiropractic (“we,” “our,” or “us”) collects, uses, discloses, and protects
information about you when you receive care from us or otherwise interact with the Practice, including through intake paperwork,
telephone and in-office communications, our website, email, text messaging, and other electronic services. This Notice describes how
your PHI may be used and disclosed for purposes of your treatment, payment for your care, health care operations of the Practice,
and other purposes permitted or required by law. It also describes your rights regarding your PHI and other personal information we
may collect.

Because McCann Family Chiropractic operates in the State of Washington, certain information may also be subject to the Washington
My Health My Data Act (“MHMD”). Our separate Washington Consumer Health Data Privacy Policy describes the Consumer Health
Data subject to MHMD, how we collect, use, and share that information, and the rights available to consumers under Washington law.
Please refer to the separate Washington Consumer Health Data Privacy Policy available on our website for additional information.

If you have questions about this Notice or our privacy practices, please contact our Privacy Officer, Monica McCann, at 360-657-7183
or monica@mfcwellness.com.
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1. INFORMATION WE COLLECT AND HOW WE COLLECT IT

Information You Provide
We collect information that you provide to us when you become a patient, receive care from us, communicate with us, use our
website or other electronic services, or otherwise interact with the Practice. This information may include:
e |dentity Information, such as your name, date of birth, sex, and information contained on identification or insurance
documents that you provide to us.
e Health and Medical Information, such as your health history, symptoms, diagnoses, treatment information, imaging,
examination findings, chart notes, and other information related to your health and care.
e Contact Information, such as your mailing address, email address, and telephone number.
e  Billing and Payment Information, such as insurance information, billing information, account balances, and payment card
information that you provide to us or choose to store through our secure payment processing system.
e  Other Information You Provide, such as information you provide during telephone calls, at the front desk, through forms,
email or text communications, patient feedback, or other interactions with the Practice.

Information About Other Individuals

You may provide us with information about other individuals, such as a parent, guardian, spouse, caregiver, emergency contact,
personal representative, or other person you authorize us to communicate with regarding your care or account. This information may
include their name, relationship to you, contact information, and, when applicable, billing or payment information.

Information Collected Automatically Through Our Website and Electronic Services
When you visit our website or interact with certain electronic services, some information may be collected automatically by our
website, service providers, or the technology you use. This information may include:

e Usage and Device Information, such as your IP address, browser type, device type, operating system, pages viewed, date and
time of access, referring website or search engine, and similar information about how you interact with our website or
electronic services.

e Transactional Information, such as information generated when you make a payment or complete another financial
transaction through our electronic payment services, including in response to an electronic statement or payment link sent
by text or other electronic communication. This may include the transaction amount, date and time, payment status, and
other information necessary to process and document the transaction.

e location-Related Information. McCann Family Chiropractic does not directly collect precise GPS location information through
our website. However, your browser, device, search engine, social media platform, or other third-party service may collect or
infer general or precise location information based on your device settings, IP address, or use of those services. The
collection and use of that information by third parties is governed by their own privacy practices and settings.

Information Collected Through Tracking Technologies

Our website and certain third-party service providers may use cookies, tracking pixels, analytics tools, and similar technologies to
automatically collect information when you visit or interact with our website or electronic communications. This information may
include your IP address, browser type, device type, operating system, pages viewed, referring website or search engine, date and time
of access, links clicked, and other similar information about how you interact with our website.

We may use these technologies to understand website usage, evaluate the effectiveness of our advertising and communications,
improve our website and services, and measure how visitors interact with our online content. Categories of third-party service
providers that may collect or process information through these technologies include marketing, website, advertising, and analytics
service providers. These third parties may also collect or process information in accordance with their own privacy practices.

Information We May Receive From Other Sources
We may receive information about you from sources other than directly from you. Depending on your interactions with the Practice,
this information may include:
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Health Care and Insurance Information. We may receive health, treatment, imaging, billing, eligibility, coverage, or other
information from health care providers, insurance companies and health plans, imaging or diagnostic providers, and other
persons or organizations involved in your care or payment for your care.

Information from Authorized Individuals. We may receive information about you from a parent, guardian, caregiver, personal
representative, family member, or other individual who is authorized or otherwise permitted by law to provide information
concerning your care or account.

Publicly Available Information. We may receive information that you make publicly available, including information contained
in public reviews, comments, social media interactions, or other publicly available sources.

Advertising and Marketing Information. Third-party advertising, marketing, website, and analytics service providers may
provide us with information about interactions with our advertising or online content, such as whether an advertisement was
viewed or clicked, whether a visitor reached our website through an advertising campaign, or other information used to
measure the effectiveness of our marketing efforts.

Inferred or Analytics Information. Certain third-party advertising or analytics providers may generate generalized or inferred
information based on online activity, such as audience characteristics, interests, preferences, or website usage patterns. We
may receive or have access to this information as part of reports or analytics provided in connection with our website or
marketing activities.

2. HOW WE USE YOUR INFORMATION

We use the information we collect for the purposes described below, as otherwise described in this Notice, or as disclosed to you at
the time the information is collected. Depending on the type of information and applicable law, we may use your information:

To provide and coordinate your care, including chiropractic and other health care services, examinations, imaging, treatment,
referrals, and communication with other health care providers involved in your care.

To manage your patient account and the operations of the Practice, including scheduling appointments, maintaining patient
records, verifying identity when appropriate, processing insurance information, billing, collecting payments, and
documenting financial transactions.

To communicate with you about your care and account, including appointment reminders, confirmations, receipts,
statements, balances due, treatment-related information, and other administrative or practice-related communications by
telephone, voicemail, text message, email, or other methods you have provided to us.

To provide information about treatment options, health-related services, educational materials, office announcements, and
other communications that may be of interest to you. We will obtain authorization or consent when required by law.

To operate, evaluate, and improve our Practice, website, and electronic services, including understanding how our website is
used, evaluating the effectiveness of communications and advertising, improving our services and patient experience, and
performing other administrative and business functions.

To protect the security and integrity of our Practice, systems, and information, including detecting or preventing fraud,
misuse, unauthorized activity, security incidents, or other unlawful activity.

To protect and exercise our legal rights, respond to legal claims or proceedings, enforce agreements, and otherwise protect
the rights, safety, and interests of the Practice, our patients, and others as permitted by law.

To comply with applicable laws and legal obligations, including requirements that apply to us as a health care provider and to
the information we maintain.

APPOINTMENT REMINDERS AND PRACTICE COMMUNICATIONS

For your convenience, the Practice may contact you regarding appointment reminders, receipts, balances due, treatment information,
and general Practice information. These communications may be made by telephone, voicemail, text message, email, or other contact
methods you have provided to us. We will make reasonable efforts to limit the amount of clinical information included in these
communications.
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RECEPTION AND SEMI-OPEN ADJUSTING AREAS

We may call you by name in the reception area when we are ready to see you. During routine chiropractic adjustments, you may be
seen in a semi-open adjusting area with partial walls, and conversations may occasionally be overheard. If you would like to discuss
private or confidential information, please let a staff member or Dr. Matt McCann know. We can accommodate conversations in a
more private area, and a private room is available upon request when appropriate for your care.

3. DISCLOSURES OF INFORMATION

We are committed to protecting your information and want you to understand when and with whom we may disclose information
about you. Depending on the type of information and applicable law, we may disclose information in the circumstances described
below.

e Service Providers and Vendors. We may disclose information to third-party service providers and vendors that assist us in
providing care or operating the Practice. Categories may include electronic health record and practice-management
providers; billing and claims-processing services; payment processors; imaging and radiology providers; information
technology, cybersecurity, cloud-storage, and data-backup providers; website, marketing, and analytics providers; and
accounting, administrative, and other professional service providers. Where HIPAA requires a business associate agreement,
we enter into a written agreement with the applicable service provider or vendor to ensure appropriate safeguards for PHI.

e Payment Processing. We may disclose information necessary to process payments, including payment card and transaction
information, to payment-processing service providers.

e Business or Organizational Transactions. We may disclose information in connection with a merger, acquisition,
reorganization, sale or transfer of all or part of the Practice, or similar business transaction, as permitted by applicable law.

e Legal and Safety Purposes. We may disclose information when required or permitted by applicable law or legal process, or
when reasonably necessary to protect the rights, safety, and security of the Practice, our patients, staff, or others.

e With Your Consent or Authorization. We may disclose information for other purposes with your consent or authorization
when required by applicable law.

USE OR DISCLOSURE OF PHI

The Practice may use and disclose your protected health information (“PHI”) for purposes related to your treatment, payment for
your care, and health care operations. The following are examples of the types of uses and disclosures that may occur. These
examples are not intended to include every possible use or disclosure.

e Treatment. We may use and disclose your PHI to provide, coordinate, or manage your health care and related services. This
may include sharing information with other health care providers involved in your care, such as physicians, imaging providers,
specialists, laboratories, or other providers when appropriate for your treatment.

e Payment. We may use and disclose your PHI as necessary to obtain payment for health care services provided by the
Practice. This may include providing information to insurance companies, health plans, billing services, claims-processing
services, or other third-party payers for purposes such as determining eligibility or coverage, processing claims, reviewing
medical necessity, or obtaining payment.

e Health Care Operations. We may use and disclose your PHI as necessary to operate the Practice and provide quality and
efficient care. These activities may include administrative and business functions, quality assessment and improvement, staff
training, credentialing, compliance activities, billing and record management, and other activities necessary to operate the
Practice.

USES AND DISCLOSURES THAT REQUIRE YOUR WRITTEN AUTHORIZATION

Other uses and disclosures of your protected health information will be made only with your written authorization, unless otherwise
permitted or required by law as described in this Notice.
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e  Most uses and disclosures of psychotherapy notes;

e Uses and disclosures of PHI for marketing purposes when authorization is required by law;
e Disclosures that constitute a sale of PHI; and

e Other uses and disclosures not described in this Notice that require your authorization.

You may revoke an authorization at any time by submitting your revocation in writing, except to the extent that the Practice has
already taken action in reliance on the authorization.

USES AND DISCLOSURES YOU MAY AGREE TO OR OBJECT TO

In certain circumstances, you have the opportunity to agree to or object to the use or disclosure of all or part of your protected health
information. If you are not present or are unable to agree or object, we may use professional judgment to determine whether a
disclosure is in your best interest. In such cases, we will disclose only the information that is directly relevant to the person's
involvement in your care or payment for your care.

e  Others Involved in Your Health Care or Payment for Your Care. Unless you object, we may disclose protected health
information to a family member, relative, close friend, caregiver, or other person you identify when the information is
directly relevant to that person's involvement in your health care or payment for your care. If you are unable to agree or
object, we may make such a disclosure when, based on professional judgment, we determine that it is in your best interest.

We may also use or disclose protected health information to notify or assist in notifying a family member, personal
representative, or other person responsible for your care about your location or general condition. If another person is
responsible for payment for your care, we may communicate with that person regarding matters such as appointments, bills,
and account balances, while limiting the information disclosed to what is relevant to their involvement.

e Disaster Relief. We may also disclose protected health information to an authorized public or private organization assisting in
disaster relief efforts for purposes of locating or notifying family members or others involved in your care.

OTHER PERMITTED AND REQUIRED USES AND DISCLOSURES THAT MAY BE MADE WITHOUT YOUR CONSENT, AUTHORIZATION, OR
OPPORTUNITY TO OBJECT

We may use or disclose your protected health information in the following situations without your consent or authorization. These
situations include:

e Required By Law: We may use or disclose your protected health information to the extent that the use or disclosure is
required by law. The use or disclosure will be made in compliance with the law and will be limited to the relevant
requirements of the law. You will be notified, as required by law, of any such uses or disclosures.

e  Public Health: We may disclose your protected health information for public health activities and purposes to a public health
authority that is permitted by law to collect or receive the information. The disclosure will be made for the purpose of
controlling disease, injury or disability. We may also disclose your protected health information, if directed by the public
health authority, to a foreign government agency that is collaborating with the public health authority.

e Communicable Diseases: We may disclose your protected health information, if authorized by law, to a person who may have
been exposed to a communicable disease or may otherwise be at risk of contracting or spreading the disease or condition.

e Health Oversight: We may disclose protected health information to a health oversight agency for activities authorized by law,
such as audits, investigations, and inspections. Oversight agencies seeking this information include government agencies
that oversee the health care system, government benefit programs, other government regulatory programs and civil rights
laws.

e Abuse or Neglect: We may disclose your protected health information to a public health authority that is authorized by law to
receive reports of child abuse or neglect. In addition, we may disclose your protected health information if we believe that
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you have been a victim of abuse, neglect or domestic violence to the governmental entity or agency authorized to receive
such information. In this case, the disclosure will be made consistent with the requirements of applicable federal and state
laws.

e  Serious Threats to Health or Safety: We may use or disclose your protected health information when necessary to prevent or
lessen a serious and imminent threat to the health or safety of a person or the public, as permitted by law.

e Legal Proceedings: We may disclose protected health information in the course of any judicial or administrative proceeding,
in response to an order of a court or administrative tribunal (to the extent such disclosure is expressly authorized), in certain
conditions in response to a subpoena, discovery request or other lawful process.

e Law Enforcement: We may also disclose protected health information, so long as applicable legal requirements are met, for
law enforcement purposes. These law enforcement purposes include (1) legal process and otherwise required by law, (2)
limited information requests for identification and location purposes, (3) pertaining to victims of a crime, (4) suspicion that
death has occurred as a result of criminal conduct, (5) in the event that a crime occurs on the premises of the Practice, and
(6) medical emergency (not on the Practice's premises) and it is likely that a crime has occurred.

e Research: We may use or disclose your protected health information for health research as permitted by law.
e Organ and Tissue Donation: We may disclose health information to organ procurement organizations as permitted by law.

e Coroners, Medical Examiners, and Funeral Directors: We may disclose health information to a coroner, medical examiner, or
funeral director as permitted by law when an individual dies.

e Special Government Functions: We may use or disclose health information for certain government functions permitted by
law, such as military, national security, and presidential protective services.

e Workers' Compensation: We may disclose your protected health information, as authorized, to comply with workers'
compensation laws and other similar legally-established programs.

e Required Uses and Disclosures: Under the law, we must make certain disclosures to you and must make disclosures when
required by the Secretary of the Department of Health and Human Services to investigate or determine our compliance with
applicable HIPAA requirements.

Substance Use Disorder Records. To the extent that we maintain substance use disorder patient records protected by 42 CFR Part 2,
additional federal confidentiality protections apply. Such records generally may not be used or disclosed in civil, criminal,
administrative, or legislative investigations or proceedings against you without your written consent or a court order and subpoena, as
required by applicable law.

4. THIRD-PARTY TRACKING AND ONLINE ADVERTISING

We may use third-party advertising platforms, including Google and Meta/Facebook, to advertise the Practice, measure the
effectiveness of our advertising, and, where permitted by law and subject to any required consent, show advertisements to people
who have previously interacted with our website, advertisements, or online services. Some advertising platforms may provide their
own lead or inquiry forms through which you may voluntarily provide contact information, such as your name, email address, and
telephone number, so that we can respond to your inquiry. Information submitted through a third-party platform may be processed
by that platform and by service providers working on our behalf in accordance with applicable law and their respective privacy
practices.

Our website may also use cookies, pixels, tags, analytics tools, and similar technologies to understand website activity, measure the
effectiveness of our advertising and communications, and improve our website and services. These technologies may collect
information such as your IP address, browser or device information, pages viewed, referring website or search engine, date and time
of access, links clicked, and similar information about your interaction with our website. Our website may also include contact or
inquiry forms through which you may voluntarily provide information directly to the Practice.
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We do not intentionally configure our website tracking technologies to transmit information entered into our website appointment or
contact forms to advertising providers. We do not intentionally enable automatic advanced matching or similar features to collect
patient-entered identifiers through our website for advertising purposes. Where a third-party technology provider receives PHI on our
behalf, we comply with applicable HIPAA requirements, including business associate requirements where applicable.

Third-party advertising, analytics, and technology providers may process information in accordance with their own privacy practices
and platform requirements. You may be able to limit certain cookies or tracking technologies through your browser, device, or
applicable advertising-platform settings. Disabling these technologies may affect certain website features.

5. DO NOT TRACK

Some web browsers transmit “Do Not Track” (“DNT”) signals to websites. Because there is no uniform industry standard for
responding to DNT signals, our website does not currently respond to DNT signals. We will honor legally recognized privacy preference
or opt-out signals where required by applicable law.

6. YOUR CONTROLS AND RIGHTS

You can stop receiving promotional emails or text messages from us at any time by using the unsubscribe or opt-out instructions
provided. Because our communication system has limited opt-out settings, opting out of text messages may also stop appointment
reminders or other non-promotional text communications. We may continue to communicate with you by other permitted means as
necessary for your care or our relationship with you.

Cookie Controls. Many web browsers are set to accept cookies and similar tracking technologies by default. If you prefer, you can set
your browser to delete or reject these technologies. If you choose to delete or reject these technologies, this could affect certain
features of our Services. If you use a different device, change browsers, or delete cookies that contain your preferences, you may
need to set your preferences again.

You have the right to:

e Revoke any Authorization, in writing, at any time. To request a revocation, you must submit a written request to the
Practice’s Privacy Officer. A revocation will not affect actions already taken in reliance on your Authorization before it was
revoked.

e Request a restriction of your PHI. You may ask us not to use or disclose certain PHI for treatment, payment, or health care
operations, or to limit disclosures to family members or others involved in your care. Your request must be in writing and
state the specific restriction requested and to whom you want the restriction to apply. We are generally not required to
agree to a requested restriction. If we agree, we will comply with the restriction except when the information is needed to
provide emergency treatment. You have the right to restrict disclosure of PHI to a health plan when you pay out of pocket in
full for the health care item or service, unless the disclosure is required by law.

e Receive confidential communications from us by alternative means or at an alternative location. We will accommodate
reasonable requests. We may ask you to specify an alternative address or other method of contact and, when appropriate,
how payment will be handled. We will not require you to explain the reason for your request. Please make your request in
writing to the Practice’s Privacy Officer.

e Inspect and obtain an electronic or paper copy of your PHI as provided by law. You may ask to see or obtain an electronic or
paper copy of your medical record and other health information we maintain about you. Please submit your request to the
Practice’s Privacy Officer. We will generally provide a copy or summary within 30 days of your request. In certain
circumstances permitted by law, we may deny your request, and some denials may be reviewed. We may charge a
reasonable, cost-based fee as permitted by law.

e Request an amendment of your PHI. You may request an amendment of PHI about you in a designated record set for as long
as we maintain the information. Your request must be in writing and must provide a reason supporting the requested
amendment. In certain circumstances, we may deny your request. If we deny your request, you may submit a written
statement of disagreement, and we may prepare a rebuttal and provide you with a copy.
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e Receive an accounting of certain disclosures of your PHI. You may request a list of certain disclosures of your PHI made
during the six years before the date of your request. The accounting generally does not include disclosures for treatment,
payment, or health care operations and certain other disclosures permitted by law. Your request must be submitted in
writing to the Practice’s Privacy Officer. We will provide one accounting in a 12-month period without charge and may charge
a reasonable, cost-based fee for additional accountings requested during the same 12-month period after notifying you of
the cost.

e Be notified following a breach of your unsecured PHI as required by law. We will notify you if a breach occurs that may have
compromised the privacy or security of your PHI.

e Receive a paper copy of this Notice of Privacy Practices. You may request a paper copy at any time, even if you previously
agreed to receive the Notice electronically.

e Have an authorized person act for you. If a person has legal authority to act as your personal representative, such as through
a medical power of attorney or legal guardianship, that person may exercise applicable rights and make choices about your
PHI on your behalf. We will verify the person’s authority before taking action.

e  File a complaint if you believe your privacy rights have been violated. You may file a complaint with the Practice by contacting
our Privacy Officer, Monica McCann, at 360-657-7183 or monica@mfcwellness.com. You may also file a complaint with the
U.S. Department of Health and Human Services, Office for Civil Rights. Information about filing a complaint is available at
www.hhs.gov/hipaa/filing-a-complaint/. We will not retaliate against you for filing a complaint.

7. DATA RETENTION

We retain information for as long as reasonably necessary to provide our services, maintain appropriate patient and business records,
comply with applicable federal and state legal and regulatory requirements, satisfy applicable payer and contractual requirements,
resolve disputes, and enforce our agreements. Patient records are retained for at least the period required by applicable law, and may
be retained longer when required or permitted by law or reasonably necessary for legitimate legal, regulatory, billing, or business
purposes.

When information is no longer required or reasonably necessary to be retained, we will dispose of it in a manner designed to protect
its confidentiality and security. Where applicable law gives you a right to request deletion of information, we will process that request
in accordance with applicable law and subject to any permitted exceptions.

8. DATA SECURITY

We maintain reasonable and appropriate administrative, physical, and technical safeguards designed to protect the privacy,
confidentiality, integrity, and security of PHI and other personal information we maintain, consistent with applicable law. These
safeguards may include access controls, secure methods of transmitting information, workforce policies and procedures, vendor
safeguards, and other measures appropriate to the nature and sensitivity of the information.

Although we take reasonable steps to protect information, no method of electronic transmission or storage can be guaranteed to be
completely secure, and we cannot guarantee absolute security.

If you believe your information may have been accessed, used, disclosed, lost, or otherwise compromised without authorization,
please contact our Privacy Officer immediately at monica@mfcwellness.com or 360-657-7183. We will investigate reported concerns
and provide any notifications required by applicable law.

9. CHANGES TO THIS NOTICE

We may change the terms of this Notice at any time. For PHI, a revised Notice may apply to all PHI that we maintain at the time the
revised Notice becomes effective, including PHI created or received before the change. When we revise this Notice, we will update
the Effective Date and make the current Notice available on our website and at the Practice.
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You may obtain a current copy of this Notice at www.mfcwellness.com, by contacting the Practice and requesting a copy, or by asking
for one at your next appointment. Where applicable law requires additional notice, consent, or other action before we make a change
affecting Consumer Health Data or other information, we will comply with those requirements.

10. HOW TO CONTACT US

If you have questions about this Notice, our privacy practices, or your privacy rights, please contact the Practice’s Privacy Officer:
Monica McCann monica@mfcwellness.com (360) 657-7183
11605 State Avenue, Suite 111
Marysville, WA 98271

11. WASHINGTON CONSUMER HEALTH DATA

Washington’s My Health My Data Act (“MHMD”) provides certain rights regarding Consumer Health Data that is subject to the Act.
MHMD does not apply to certain information that is exempt under the Act, including Protected Health Information (“PHI”) governed
by HIPAA and certain health care information governed by Washington law.

Our separate Washington Consumer Health Data Privacy Policy describes the Consumer Health Data we collect, the sources from
which we collect it, the purposes for which it is used, how it may be shared, and your rights under MHMD. The policy is available

through a separate link on our website at www.mfcwellness.com.

To submit a Consumer Health Data rights request, including a Data Subject Access Request (“DSAR”), you may contact our Privacy
Officer at monica@mfcwellness.com or (360) 657-7183.
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12. PRACTICE’S REQUIREMENTS & PATIENT ACKNOWLEDGMENT

McCann Family Chiropractic:

e Isrequired by law to maintain the privacy of your PHI and to provide you with this Notice of Privacy Practices as required by
law.

e Isrequired to abide by the terms of this Notice of Privacy Practices.

e Reserves the right to change the terms of this Notice of Privacy Practices and to make the new Notice of Privacy Practices
provisions effective for all PHI that it maintains, as permitted by law.

e Wil not retaliate against you for making a complaint.
e  Must make a good faith effort to obtain from you a written Acknowledgment of receipt of this Notice.

e Will post this Notice of Privacy Practices in a clear and prominent location at the Practice and make the current Notice
available on the Practice’s website.

e Wil notify you following a breach of your unsecured PHI as required by law.

PATIENT ACKNOWLEDGMENT

| acknowledge that | have received a copy of the Notice of Privacy Practices. Your signature acknowledges receipt of the Notice only
and does not mean that you agree to any special use or disclosure of your health information.

Name Date

Signature

Relationship to Patient (if signed by a personal representative)
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